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Semantics
[b] € H — P(H)
[1] 2 {n}
[0]h = 0

k:ht ifpk.f=n
[F = nlph =y & | PR PR

0 otherwise

[—a]n £ {h}\ [alh

[f < n](pk = h) £ {pk[f < n] :: h}

[p + gl = [p]h U [q]h

[p-a)h = ([p] o [a])P

[p ] = Uz‘GN F'h

where

FirUh 2 ([p] e F){h} and F* h 2 {h}
[dupl(pk = B) 2 {pk = (pk = )}
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Host

secConReq!1; Host®
secConEnd!l; Host

Switch £ ((port = int) - (port < ewt)); Switch®
((port = ext) - 0); Switch®
secConReq?1; Switch’

Switch’ £ ((port = int) - (port < ext)); Switch'®
((port = ewt) - (port + int)); Switch'®
secConEnd?1; Switch

Init = Host||Switch
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Type: OFFT_PACKET_IN (10)

switch: 51

controller: C

In port: 5

Reason: Neo matching flow (table-miss flow entry)
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ip.src: 10.0.0.2

ip.dst: 10.0.0.3
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Type: OFPT_FLOW_MOD (14)
switch: 51
coentroller: C
In port: 5
openflow.eth_src: Te:cB:93:0d:7c:71
openflow.eth_dst: aa:a4:91:a5:71:28

openflow.ofp_match.scurce_addr: 10.0.0.2
openflow.ofp_match.dest_addr: 10.0.0.3
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Type: OFPT_PACKET_OUT (13)
switch: 51

controller: C
In port: 5
Actions type: Output to switch port (0)
OQutput port: 6
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Algorithm 1 Topology Extraction
Require: Log F'ile L
1: G + Empty directed graph G
2: Prev_SrcHost + &
3: Prev_DstHost + &
4: Prev_SwitchName + @
5: Flag + False
6: for each Packet_In message(m) in the L do
7: | SrcHost <+ Source host in the m
8: | DstHost < Destination host in the m
9: | SwitchName « switch name in the m
10: | if SrcHost is not in G then
11: Add node SrcHost to G
12: | if DstHost is not in G then
13: | | Add node DstHost to G
14: | if SwitchName is not in G then
15: | _ Add node SwitchName to G
16: | if Prev_DstHost == DstHost and Flag then
17: Add edge Prev_SwitchName — Prev_DstHost to G
18: Flag = False
19: | if Prev_SrcHost != SrcHost then
20: Add edge SrcHost — SwitchName to G

21: Flag = True
22: | else if Prev_SwitchName == SwitchName then
23: | | Add edge Prev_SwitchName — SwitchName to G

24: | Prev_SrcHost < SrcHost

25: | Prev_DstHost «+ DstHost

26: | Prev_SwitchName < SwitchName
27: return Topology G

BB Y S35l il oy (FF) U

Algorithm 2 Port Allocation
Require: Topology G
I: PortMap < Empty dictionary
p=1
: for node in G do
if node.type == "switch” then
for n in node.neighbors do
6: PortMap[(node,n)] + p
_p + ptl
8: return PortMap
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def myNetwork() :

net = Mininet(topo=None,
build=False,
ipBase='0/8.0.0.10")

info( '*** Adding controller\n' )

cO=net .addController (name='c0"',
controller=RemoteController,
ip='1.0.0.127",
protocol='tcp',

port=6633)

info( '*** Add switches\n')

sl = net.addSwitch('sl', cls=0VSKernelSwitch)
82 = net.addSwitch('s2', cls=0VSKernelSwitch)
s3 = net.addSwitch('s3', cls=0VSKernelSwitch)
s4 = net.addSwitch('s4', cls=0VSKernelSwitch)
s5 = net.addSwitch('s5', cls=0VSKernelSwitch)
s6 = net.addSwitch('s6', cls=0VSKernelSwitch)
s7 = net.addSwitch('s7', cls=0VSKernelSwitch)
s8 = net.addSwitch('s8', cls=0VSKernelSwitch)
s9 = net.addSwitch('s9', cls=0VSKernelSwitch)
510 = net.addSwitch('s10', cls=0VSKernelSwitch)
s11 = net.addSwitch('s11l', cls=0VSKernelSwitch)
812 = net.addSwitch('s12', cls=0VSKernelSwitch)
s13 = net.addSwitch('s13', cls=0VSKernelSwitch)
s14 = net.addSwitch('s14', cls=0VSKernelSwitch)
s15 = net.addSwitch('s15', cls=0VSKernelSwitch)
s16 = net.addSwitch('s16', cls=0VSKernelSwitch)

817 = net.addSwitch('s17', cls=0VSKernelSwitch)
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518 = net.addSwitch('s18', cls=0VSKernelSwitch)
519 = net.addSwitch('s19', cls=0VSKernelSwitch)

820 = net.addSwitch('s20', cls=0VSKernelSwitch)

info( '***x Add hosts\n')

hl = net.addHost('hl', cls=Host, ip='1. .10"', defaultRoute=None)
h2 = net.addHost('h2', cls=Host, ip='2. .10', defaultRoute=None)
h3 = net.addHost('h3', cls=Host, ip='3. .10", defaultRoute=None)
h4 = net.addHost('h4', cls=Host, ip='4. .10"', defaultRoute=None)
h5 = net.addHost('h5', cls=Host, ip='5. .10', defaultRoute=None)
h6 = net.addHost('h6', cls=Host, ip='6. .10"', defaultRoute=None)

h7 = net.addHost('h7', cls=Host, ip='7. .10', defaultRoute=None)

O O O O o o o o
o O O O o o o o

h8 = net.addHost('h8', cls=Host, ip='8. .10', defaultRoute=None)
info( '*** Add links\n')
net.addLink(s13, hl)
net.addLink(s14, h2)
net.addLink(s15, h3)
net.addLink(s16, h4)
net.addLink(s17, h5)
net.addLink(s18, h6)
net.addLink(s19, h7)
net.addLink(s20, h8)
net.addLink(s20, s12)
net.addLink(s19, si1)
net.addLink(s20, s11)
net.addLink(s19, s12)
net.addLink(s18, s10)
net.addLink(s18, s9)
net.addLink(s9, s17)
net.addLink(s17, s10)
net.addLink(s16, s8)
net.addLink(s16, s7)
net.addLink(s7, s15)

net.addLink(s15, s8)

YY



net

net

net

net

net

net

net

net

net

net

net

net

net

net

net

net

net

net

net

net

.addLink (s6, s14)
.addLink(s14, sb5)
.addLink(s5, s13)
.addLink(s13, s6)
.addLink(s5, s1)
.addLink (85, s2)
.addLink(s6, s3)
.addLink(s6, s4)
.addLink(s7, s1)
.addLink(s7, s2)
.addLink(s8, s3)
.addLink(s8, s4)
.addLink(s9, s1)
.addLink(s9, s2)
.addLink(s10, s3)
.addLink(s10, s4)
.addLink(s11, s1)
.addLink(s11, s2)
.addLink(s12, s3)
.addLink(s12, s4)

info( '*** Starting network\n')

net.
info( '**x Starting controllers\n')

for controller in net.controllers:

info( '*** Starting switches\n')

net

net

net

net

net

net

net

build ()

controller.start()

.get('s1") .start([c0])
.get('s2') .start([c0])
.get('s3") .start([c0])
.get('s4") .start([c0])
.get('s5") .start([c0])
.get('s6") .start([c0])
.get('s7') .start([c0])

\A1



bgkw&ﬁ:ibpﬁ

if

net

net

net

net

net

net

net

net

net

net

net

net

net

info( '*kk

.get('s10").
.get('s1l').
.get('s12").
.get('s13").
.get('s14"').
.get('s15").
.get('s16').
.get('sl7").
.get('s18").
.get('s19").
.get('s20").

CLI(net)

net.

__hame__ ==

stop()

__main__

.get('s8') .start([c0])
.get('s9") .start([c0])

start ([c0])
start ([c0])
start([c0])
start ([c0])
start ([c0])
start ([c0])
start ([c0])
start([c0])
start ([c0])
start ([c0])

start ([c0])

setLogLevel( 'info' )

myNetwork ()

Yo

Post configure switches and hosts\n')



Abstract

In this research, we study fault prediction in Software-Defined Networks (SDNs)
using the DyNetKAT framework. The investigation involves extracting network
topology and DynetKAT rules from OpenFlow protocol log files. The proposed
tool, FPSDN, facilitates comprehensive analysis of dynamic network behaviors and
efficient management of network updates. By utilizing DyNetKAT rules, the tool
enables formal verification of network behaviors, including dynamic reconfigura-
tions of switches, with a focus on properties such as reachability. The findings
indicate that the tool can accurately identify potential faults and prevent costly dis-
ruptions in SDNs. This advancement in fault prediction significantly enhances net-
work reliability, improves performance, and reduces downtime, ensuring optimal

operation in dynamic network environments.

Keywords: Software Defined Networks, Log File, DyNetKAT, OpenFlow
Protocol, Dynamic Reconfigurations, Topology, Switch, Reachability
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